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Abstract 
Technically, the capture of “big data” is usually eclipsed by 
the complexity of the devices we operate: smart phones, 
tablets, laptops, Internet of Things (IoTs, ) drones, self-dri-
ven cars, all of them equipped with passive sensors, cam-
eras, GPS and tracking software, providing high-level un-
derstanding from texts, digital images and videos. According 
to Philip E. Agre. (2003) These distributed computer sys-
tems are able to establish a regime of total visibility through 
real-time human activities. Besides, these devices are con-
tinuously and indiscriminately uploading users information 
to data-servers where it is managed by companies and data-
trackers without authorisation. [1] 
  This paper explores functional aspects and devices 
involved in the process of data-caption, including internal 
structures, processes, operations and system-to-system 
relationships of computer tracking. Analysed from the artis-
tic approach, including fields such as Tactical Media, Soft-
ware Studies and Critical Interface. Specifically, Christian 
Andersen and Søren Pold’s (2018) concept of “Metainter-
face” in which our computer is both omnipresent and invisi-
ble, Wolfie Christl and Sarah Spiekermann “Network of 
Control” (2016) and Shoshana Zuboff’s (2015) term, "Sur-
veillance Capitalism” to describe how data analysis creates 
new power relationships hiding mechanisms of extraction, 
commodication, and control. The outcomes rely on the po-
tential that artists have to arise questions, unmasking the 
invisibility of computational culture. 
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Introduction 
    "If power was once identified with the ownership of the 

means of production, it is now identified with owner-
ship of the means of behavioral modification.”[2]  

Collecting and analysing consumer behaviour is not some-
thing new, data brokers such as Axion or Oracle provide 
since the 1970s scores on 700 million people in the US and 
Europe, –information extracted from purchases, driver’s  

licences, property records, magazine subscriptions or bank-
ruptcies. [3] Nowadays, the data is produced through the 
massive use of interconnected technologies which can be 
processed and analysed on a much higher level than ever 
before. These practices are called ”ONLINE TRACKING” 
and consist on collecting and profiling data anonymously 
from the user’s identity, references, interest, intentions and  
personality in which is known as the VisualDNI.  
 This information and personal data is obtained through 
sensors located in devices such as computers, smartphones, 
wearables, IoTs, but also by means of digital identifiers 
such as MAC addresses, IP addresses, browsers, cookies 
and other technologies. The goal is the extraction of pre-
dictive patterns by using methods at the intersection of 
machine learning, statistics and database systems, this 
process is called “Data Mining.” According to the econ-
omist Hal Varian the four uses that follow from computer-
mediated transactions are: a) data extraction and analysis; 
b) new contractual forms due to better monitoring; c) per-
sonalization and customization, and d) continuous experi-
ments. [2]  
 Therefore, Data mining involves the combination of 
software, devices, platforms and infrastructures and is 
widely used by large players such as Google, Amazon or 
Facebook, but many others operating behind the scenes, for 
example “Data Brokers” that collect, analyze, acquire, 
share, trade and utilise data from billions of people, using it 
mainly for online advertising. Besides, these ubiquitous 
techniques of tracking and pricing are used in crucial areas 
of life such as finance, insurance, housing, healthcare, wel-
fare, law enforcement, and employment. In words of the 
director of the Surveillance Studies Centre David Lyon, 
surveillance is defined as "the focused, systematic and rou-
tine attention to personal details for purposes of influence, 
management, protection or direction.” [4] 
 The objective of this paper is to give a comprehensive 
overview of the art practices connected with new methods/
practices, technologies and devices involved in sur-
veillance personal data ecosystems and their implications 
for individuals and society. The report addresses the fol-
lowing questions: How can art practices visualise underly-
ing problems related with the capture of data and digital 
tracking? Which kind of strategies are used by artists to 
unmask the invisibility of computational surveillance? 



 Meanwhile, this paper is based on eleven behavioural 
techniques of neutralization and resistance proposed by 
Gary T. Mars in "A Tack in the Shoe: Neutralizing and 
Resisting the Surveillance" (2003) intended to subvert the 
collection of personal information. [5] 

Data Polluters definition 
The DataPolluters are devices and software able to gener-
ate a false reading that confuses the mechanisms of data- 
capture, including data brokers, analytic industries, corpo-
rative and governmental agencies. Data Polluters are most-
ly hacked devices and net-bots able to generate random 
data, or to hide information by means of tactics and strate-
gies such as obfuscation, camouflage, disruption, cryptog-
raphy, parasitism, masking, plagiarism, and using symbio-
sis, sense of humour, rhetoric, paranoia, metaphors or 
paradox. Their objective is to open an alternative overview 
able to clarify technological differences and control mech-
anisms which have a direct impact on the user's behavior. –
When functionalities are hidden, governments and corpora-
tions behave often as a black boxes embedded and camou-
flaged in services, apps, platforms and algorithms executed 
behind the Graphic User Interface (GUI). 

Data Identifiers 
   "These institutionally produced data flows represent the 

‘supply’ side of the computer-mediated interface. With 
these data alone it is possible to construct detailed indi-
vidual profiles.” [2] 

Digital identifiers are pieces of software such as cookies, 
IP or MAC addresses designed to record the user's brows-
ing activity, clicks, preferences, interests, or likes transmit-
ting this information to other companies.  
 Premonitory, in the late 1980s, a vision of protecting 
privacy and anonymity emerged as embodied in the activist 
movements Cypherpunk and Crypto-anarchism. Its values 
were canalized and collected in Eric Hughes' Cypherpunk 
manifesto (1993) and in the Cryptoanarchist manifesto 
(1988), –a premonitory text written by Timothy C in which 
cryptography reshapes and redefines the power structures 
of society, especially those between individuals and gov-
ernments. 

 In a parallel effort, many applications, operating systems 
services and tools were developed. Is the case of TOR (The 
Onion Router), [10] produced in 2002 by the computer 
scientists Roger Dingledine and Nick Mathewson. TOR is a 
free and open-source software for enabling anonymous 
communication. In 2004, the Naval Research Laboratory 
released the code for TOR under a free license. According 
to torproject.org, “TOR isolates each website you visit so 
third-party trackers and ads can't follow you. Any cookies 
automatically clear when you're done browsing.” With a 
similar approach, the email service ProtonMail, [11] de-
veloped in 2013 by CERN scientists and engineers Jason  

Stockman, Andy Yen, and Wei Sun protects user data by 
strict Swiss privacy laws. As a result, user's encrypted 
emails cannot be shared with third parties. Another exam-
ple is the standard hard disk encryption LUKS (Linux Uni-
fied Key Setup). LUKS facilitates compatibility among dis-
tributions, providing secure management for multiple user 
passwords. To conclude, the operating system Tails was 
designed in 2009 to preserve privacy and anonymity.  

Figure 1. © TOR, Tails Lucks, ProtonMaill. 

 Although the level of complexity of these applications is 
sometimes very high, these forms of resistance and 
counter-strategies sometimes consist of simple individual 
actions such as blocking, covering, isolating or disrupting 
signals as effective neutralization techniques. For example,  
the webpage Internet Noise [13] gives the opportunity to 
fake search history by opening automatically random tabs 
on Google searches website. Internet Noise was developed 
in response to the law (S.J.Res. 34 (115th) approved in the 
EEUU congress on March 28th, 2017 that makes legal for 
your Internet Service Providers (ISP) to track and sell your 
personal activity online. In the same line, the project 
TrackMeNot [14] is a browser extension that protect 
searchers from surveillance and data-profiling by generat-
ing randomly and periodically queries to popular search 
engines, like Yahoo! or Google. With a similar name, Do 
Not Track (DNT) [15] is a free and open-source browser 
extension for Google Chrome, Mozilla Firefox, Opera and 
Android created by the Electronic Frontier Foundation 
(EFF). Its purpose is to promote a balanced approach to 
internet privacy between consumers and content providers 
by blocking advertisements and tracking cookies that do 
not respect the Do Not Track setting in a user's web brows-
er. From another angle, but equally effective, the plugin 
AdNauseam [16] clicks on every blocked ad, registering a 
visit on ad networks databases. 

Figure 2. © Track Me Not, Do Not Track, Adnauseam. 

Text recognition and Text analysis by tags 
Text recognition and intelligent character recognition 
(ICR) are techniques and software able to extract text from 
pictures and documents automatically, to read fonts and 
different styles of handwriting. It can even keep track of  



real-world objects, through cameras and self-learning sys-
tem based on neural networks. Text recognition is used on 
secret governmental surveillance systems and programs 
such as XKeyscore or PRIMS used by the United States 
National Security Agency (NSA) for searching and analyz-
ing global Internet data, collecting and searching digital 
communications, detecting keywords algorithmically based 
on words in emails in order to predict citizen behaviors. As 
counterpoint of this predominant narrative, the artistic 
project ScareMail [17] by Benjamin Grosser proposes a 
web browser extension able to disrupt the NSA’s sur-
veillance programs in the detection of predetermined key-
words. ScareMail algorithmically generates specific narra-
tives and keywords in every new email in Google’s Gmail. 
According to the artist, "an attempt to avoid automated 
filtering by NSA search systems.” 
 The design based project, font ZXX, [18] by Sang Mun is 
a typeface unreadable by text scanning software. It works 
like the CAPTCHA method creating distorted letters. 
Hence, it is very difficult to read it without human analyti-
cal thinking, argues the creator. Sang Mun expresses his 
goal in the following way: "ZXX is a call to action, both 
practically and symbolically, to raise questions about pri-
vacy. It can be applied to huge amounts of data, or to per-
sonal correspondence." The project started with these gen-
uine questions: How can design be used politically and 
socially for the codification and decodification of people’s 
thoughts? What is a graphic design that is inherently secre-
tive? How can graphic design reinforce privacy? And, how 
can the process of design engender a proactive attitude 
towards the future — and our present for that matter? ZXX 
typeface is able as a free download in hopes that as many 
people as possible would use it. 

Figure 3. Zxx typeface, © Sang Mun. 

Generating data: Devices and technologies 
    "The development of the Internet and methods to access 

the World Wide Web spread computer mediation from  

  bounded sites of work and specialized action to global 
ubiquity both at the institutional interface and in the 
intimate spheres of everyday experience."[2] 

Interfaces pay an important role in the surveillance ecosys-
tem, –the GUI, mice, touchscreens, keyboards are elements 
making the translation between humans and computers. 
This direct interaction makes them gateways to reliable 
analysis of human behaviour, for example the Keystroke 
dynamics have been used to identify and authenticate users 
for decades. Variables like the number of mistakes and the 
number of special characters or longer pauses in typing are 
analyzed by machine learning models and classification 
algorithms. Those predictions were able to automatically 
identify emotional states of users such as confidence, hesi-
tancy, nervousness, relaxation, sadness, tired, based on 
their keystroke dynamics with an accuracy of up to 88%.
[7] 
 Concerning the role of interfaces in surveillance, the 
artistic project Keyboard of Things, [19] 2010 by César 
Escudero Andaluz, consist of a series of devices hybrid of 
computer keyboards and objects such as tennis rackets, 
pillows, boxing bags, grenades. By using these dyfunction-
alized interfaces across social networks, mails or browsing, 
a user can type random sequences of text generating wrong 
information against patterns recognition by typing. Key-
board of things use strategies such as obfuscation, confu-
sion, hacking, disruption, gamification, to open discourses 
about interfaces functionality and surveillance. 

Figure 4. Keyboard of Things, 2010. © César Escudero Andaluz. 

 In a similar domain, the mouse tracking technology al-
lows to record remotely mouse activities such as path 
movements, clicks, pauses, scrolling, but also reading ac-
tivity, scanning activity, doubts, difficulty, decision making 
activity, anxiety or earlier decisions. In 2011 the Ph.D can-
didate at Pompeu Fabra University Silvana Churruca, [20]  
developed a comparative study analysing cursor movement 
pattern between a touchpad and a mouse devices based. 
Silvana’s states that the common goal of all these tech-
nologies are; a) Achieve a deeper understanding of the user 
(eg. interests, resources); b) To improve the user  



experience; c) To deliver relevant content to the user; d) to 
create dynamic web sites adaptable to the needs, interests 
and resources of the user; e) To find behavioural patterns in 
mouse and touchpad; f) To optimise their website accord-
ing to the specific browsing behaviors inferring users be-
havior; g) To collected data to find behavioural patterns.  
[6]. As response to the mouse tracking technology, in 2016 
appeared the project Random User [21] , by Arturo Melero, 
–a computer mouse provided with wheels and a rubber 
finger, in order to endow the device with a random charac-
ter to browse through internet without control. "A special 
user who does not attend UX strategies, CTAs, quality con-
tent" argued the author. 

Figure 5. Random User, 2016, © Arturo Melero. 

 Following the trace of tracking devices, a simple Smart-
phone is able to store information such as calls, text mes-
sages, contact list, calendar, notes, videos, visited websites, 
GPS location, monitor behaviour. Phones are normally 
used by a single person, which transform them into a per-
fect device for spying. 
 Given the dialectical paradigm between the critical inter-
face and tracking devices, the artist César Escudero An-
daluz developed in 2015 the project Interfight [22]. Inter-
fight is a series of physical bots, that interacts freely 
through touch-screens accessing to social networks, 
browsers and webs. These untraceable bots, behaves as 
intruders: taping, clicking, scrolling randomly, opening and 
closing applications or taking decisions, in order to provide 
wrong information for tracking and website analysis. Inter-
fight obfuscates the mechanism of data capture and data 
analysis in platforms such as Google, Facebook, Amazon, 
or Aliexpress, being an important ally in the fight against  

Surveillance Capitalism. In terms of Interface Criticism, 
Interfight is described by Søren Pold and Christian Ander-
sen as:  

  “an interface added to the tablet’s interface in a kind of 
closed cybernetic feedback loop. The apparent natural 
and indivisible touch interface that is revealed as a 
technical artifice that depends on signs and acquired 
gestures, and its capturing of behavioral data is demon-
strated as a simple technique. Attaching an artistic in-
terface to the interface and turning it into a closed cy-
bernetic loop illustrates the artificiality of both the in-
teraction and data captures that takes places on the In-
ternet and in the metainterface”. [8] 

 Also through the lens of the Interface Criticism, the post-
doctoral researcher at Tangible Music Lab Enrique Tomás, 
analysed Interfight from two perspectives, the functional 
and dysfunctional extension of a tangible interface and the 
utilization of media realism. Tomás argued that: 
  "Interfight proposes a dysfunctional extension of a tan-

gible interface for studying the actual interaction para-
digms implemented in tablets and smartphones, and a 
critical re-orientation of the standard way we access 
information using touch-screens...] [...Interfight deals 
with both functional and media realism. Functional 
realism because it rearranges the original elements of 
touchscreens into aesthetic components (e.g., desktop). 
The utilization of media realism is clear, as the artwork 
shows us the hidden mechanisms which commercial 
websites use for tracking our human activity". [9] 

Figure 6. Interfight, 2015. © César Escudero Andaluz. 

 Parallel in time, the project Tender- It´s how people 
meat. [23] (2015) by Matei Szabo, Cors Brinkman, Mar-
cello Gómez Maureira and Jeroen van Oorschot is a piece 
of pork attached to an electrical motor that swipes every 
picture of a potential date to the right. 



 

Figure 7. Tender- It´s how people meat, 2015. © Matei Szabo, 
Cors Brinkman, Marcello Gómez Maureira and Jeroen van 
Oorschot. 

 Digging deeper in this discourse, the art project FANGO, 
Facebook Amazon Netflix Google Obfuscator [24] devel-
oped by Martín Nadal in 2019 consists on a micro-con-
troller embedded into a phone charger, and programmed to 
behave as a random bot able to take the control of the 
smartphone when the user loads it. The aim of the project 
is to add noise to the capture of data, making difficult to 
make predictions, devaluing the effect of the extracted 
data, argues the author. FANGO is an example of Camou-
flage technology, hiding a second functionality behind the 
telephone needs to be loaded. 

Figure 8. FANGO, 2019. © Martín Nadal. 

Wearables, IoT and Biometrics 
Beyond laptops, tablets and smartphones, the proliferation 
of Internet and electronics have feed the market with a 
wide variety of products able to collect information and to 
increase our continuous measuring activity. Smart devices 
such as Wearables, IoTs,  drones, e-transports or game con-
soles are provided with sensors able to measure the posi-
tion, the motion, the environment or living organisms 
through thermometers, barometers, fingerprint sensors, 
GPSs or microphones, extracting data from iris, heart 
rhythm, brain activity, voice and face recognition. 
 This unique information of a particular individual is 
mainly used for control and security, for example at na-
tional borders,  airports, suburbs, shopping malls, schools.
 Behind scenes, governments, surveillance companies or  

army collect and classify data provided by apps, IoT, wear-
able devices or CCTV systems. The success of biometrics 
tracking resides in a rapid measure and identification of the 
objective.  
 The IoTs is based standard protocol to connect everyday 
objects and devices uniquely addressable with other ob-
jects, other people and all kinds of networks interconnect-
ing the physical and the virtual world. IoT devices can be 
individually tracked by a Radio Frequency Identification 
(RFID) that can be automatically and remotely identify by 
a RFID reader. The RFID transponder can store informa-
tion suck us fingerprint or photos. IoTs can be power by 
other wireless technology such as GSM, UMTS, LTE, Wi-
Fi, Bluetooth, NFC and incorporate the entire spectrum of 
sensors, a fact that becomes IoTs an important element in 
the Ubiquitous Computing and invisible digital world.  
 IoTs technology are usually combined with Apps and 
devices that monitor activities, bodies, and health of Hu-
mans, even though fields such as fitness or wearables es-
tablishing a continuous measure of daily life routines, 
pulse rate, number of steps walking, sleep duration and 
quality, sport activities, weight loss or eating habits. De-
vices connected to platforms such as Facebook, Twitter, 
Instagram allowing to share your rate with the Internet 
community. 
 An early attempt to visualise these issues is The Jason 
Shoe Experiment [26] (2012) by Jaak Kaevats and Onur 
Sönmez. An artistic installation combining the Ipod,'s os-
cilloscope sensor and the fitness app Nike+. The artist duo 
managed to simulate patterns of human running by fixing 
the iPod to a handle powered by a servo-motor. In the au-
thors words: "The reality is unconvincing without mea-
sured and published evidence. No-one is questioning the 
accuracy of the alternate reality as long as the objective 
quality of the measurement is guaranteed by a commonly 
accepted value system.” 

Figure 9. The Jason Shoe Experiment, 2012. © Jaak Kaevats and 
Onur Sönmez. 



Voice recognition 
In computer science, voice recognition is the ability of a 
machine or program to interpret spoken commands. The 
first voice recognition product for consumers called Drag-
onDictate was launched in 1990 by Dragon. In 1996, IBM  
introduced the first voice recognition product that could 
recognise continuous speech. In 2000 Google launched its 
Voice Search app for the iPhone. In 2003 Apple introduced 
Siri voice recognition assistant, after that appeared Ama-
zon's Alexa and Microsoft's Cortana. With the last ad-
vances in AI, voice recognition has extended its possibili-
ties making able to recognise sound patterns and rhythm of 
an individual's voice” [7]. 
 As an attempt to interfere with voice reading and sur-
veillance ecosystem, Bjørn Karmannand Tore Knudsen 
developed Alias, [25] –a technological appendage that is 
placed on the top of the home assistant. Alias is formed by 
a Raspberry Pi, and programmed in Python, Tensorflow, 
Keras, Flask, Javascript, HTML and CSS. As a parasite, 
Alias interferes the microphone taking control of the as-
sistant. 

Figure 10. Alias, 2018, © Bjørn KarmannTore Knudsen. 

Facial recognition Vs Masks, the art of disap-
pearing 

Facial recognition is a technology capable of identifying 
and verifying a person from digital images. The process 
consist of extracting patterns based on the person's facial 
textures and shape, comparing with other faces and store 
them on databases. 
 Through executing these technologies Shoshana Zuboff 
states that human persons are reduced to a mere animal 
condition, bent to serve the new laws of capital imposed on 
all behavior through an implacable feed of ubiquitous fact-
based real-time records of all things and creatures. [2] 
 In addition, these technologies easily end up in discrimi-
natory automated decisions based on digital profiles about 
consumers, individuals and vulnerable population groups. 
From this perspective, Zack Blas’s project Face cages, [27] 
(2013/2016) insists on the lack of precision on these sys-
tems. The artist assures that biometric machines often fail 
to recognize non-normative, minoritarian persons, which  

makes such people vulnerable to discrimination, violence, 
and criminalization. Face cages proposes a layer between 
the tracking system and the human body, a mask based on 
Medieval period and slavery in the United States, argued 
the artist. Also by Zack Blas, but earlier is the project Fa-
cial Weaponization Suite, (2012) in this case, Blas pro-
posed a workshop to create masks in protests against bio-
metric facial recognition– and the inequalities these tech-
nologies  
propagate argued the artists. 

Figure 11. Face cages, 2013-2016. © Zack Blas.  

 In similar direction, Stealth Wear Anti-Drone Fashion 
[28] by Adam Harvey 2012 reimagines the context of 
drone warfare as garments that provide a separation be-
tween man and Drone. The clothes are fabricated with sil-
ver-plated fabric that reflects thermal radiation, enabling 
the wearer to avert overhead thermal surveillance. 

Figure 12. Stealth Wear Anti-Drone Fashion, 2012. © Adam 
Harvey.   

 The concept of mask in relation to facial recognition 
hacking is a very prolific area. In Hong Honk protests 
framework, the project Wearable Face Protector by the 
artist Jing-cai Liu opens a question about who has access to 
the Mega databanks and high-resolution cameras that 
process hundreds of exabytes a year. Artists such as Sanne 
Weekers, Martin Backes, Isso Echizen, Cha Hyun Seok, 
Leo Selvaggio or Ewa Nowak Heather Dewey-Hagborg, 
Sterling Crispin, Hito Steyerl, Peter Campus, Alexei 
Shulgin, have satisfactorily developed devices. In this field 
it is worth highlighting the filters for Instagram by the 
artist Matthias Schäfer, designed to be anonymous on so-
cial networks.  



NEXT STEP: Processing Data, practices, plat-
forms and services. 

Data processing objective is to be precise doing automated 
decisions measuring information on targeted variables in 
an established system.  Over the euphemism of "intelli-
gence marketing” Online Data Management Platforms 
(DMP) and Analytic industries are processing, associating 
and connecting identities to descriptive data for applying to 
marketing use cases. Besides, this commercial digital pro-
filing and data-driven algorithmic decisions affect equality, 
freedom, autonomy, democracy, and human dignity on 
both individual and societal levels.  
 At this point, I launch a question for future research: 
How can art practices visualise underlying problems relat-
ed to the processing of data and algorithmic digital track-
ing? 

Conclusions 
 The extraction and monetization of private data is a real-
ity that directly affects all citizens of the world. In this 
business model based on the capture, processing and pre-
diction of human behavior: devices, technologies, plat-
forms, governments and dominant companies are inter-
connected to assess, qualify, control and manipulate groups 
of people.  
 On the other hand, hacker communities, Cypherpunks, 
political activists and Tactical Media movements, aims to 
give a vision that clarifies technological differences and 
control mechanisms. In the internet and in the normal life 
citizens needs privacy, self-expression, voice, information, 
learning, social life, communication. As users we are aware 
of the social, political and economical impact of the actual 
technological generation and practices known as Big Data. 
Users need mechanisms to transform and benefit from 
these technologies. 
 Consequently, Artists reclaim the use of other strategies 
such as obfuscation, camouflage, confusion, appropria-
tions, hacking, disruption, bots, noise and random data, 
parasitism, masks, humour, paranoia, metaphors or paradox 
these forms of resistance and counter-strategies sometimes 
consist of simple individual actions such as blocking, cov-
ering, isolating or disrupting signals as effective neutraliza-
tion techniques, in order to generate a false reading that 
confuses the mechanisms of data capture, data identifiers, 
keyword detections, keystroke dynamics, mouse tracking 
technology, human biometric collection, voice and facial 
recognition, monitored activities and measures, patterns 
extraction and automated decisions. This recompilation of 
artistic practices guide user community to a common and 
ethical good claiming for social sustainability, taking back 
innovative potential, and making sure that users data is not 
strictly linked to profitable markets and exploited, but con-
tributing the government-ability of our societies, and the 
integrity of our political context.  
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